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1
Decision/action requested

This contribution proposes to update the key issue #1 
2
References

[1]
3GPP TR 33.886, ‘Study on enhanced security for phase 3 network slicing’.
3
Rationale

According to TS 22.261, the following requirement is essential for the Roaming UE service:

‘For a roaming UE activating a service/application requiring a network slice not offered by the serving network but available in the area from other network(s), the HPLMN shall be able to provide the UE with prioritization information of the VPLMNs with which the UE may register for the network slice.’.

There are two main aspects which need to be considered by the SA3 for the above requirement, one is the actual event trigger and the other one is the action shown with two underlines in the above requirement.

( If the UE activates a service (e.g., for which the UE has the subscription) requiring a network slice, but if the serving network do not offer that network slice, it cannot be ruled out that a serving network may maliciously hide this information from the HPLMN. If the serving network hides such information, then the HPLMN will not know about this and the HPLMN will not provide any  prioritized VPLMN information to the UE leading to serious impacts of end-user service (which is a critical drawback which need to be addressed by SA3 as SA3 should make sure if a roaming UE activates a service that requires a network slice not offered by the serving network, this information should be known to the HPLMN in a protected manner. Then only the HPLMN will be able to provide the UE with prioritized VPLMN information.

Currently, the key issue covers only the justification to offer secured provisioning of Prioritozed VPLMN to the UE from the HPLMN. But the Key issue failed to cover the above issues and therefore this pCR provides an update to cover the issues described above.

4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.886

*****Start of Change 1*****
4.1
Key Issue #1: providing VPLMN slice information to roaming UE
4.1.1
Key issue details

The following requirement for a 5G network is specified in TS 22.261[2] in order to support a roaming UE activating network slice services

For a roaming UE activating a service/application requiring a network slice not offered by the serving network but available in the area from other network(s), the HPLMN shall be able to provide the UE with prioritization information of the VPLMNs with which the UE may register for the network slice

A related key issue is also being studied in TR 23.700-41 [3] for possible procedure changes to automatic PLMN selection for a roaming UE requiring a network slice not offered by the serving network but available in the area from other network(s). It is expected that the corresponding security procedure will be affected (e.g. Steering of Roaming in TS33.501 [4]) in order to support the HPLMN to provide a roaming UE the VPLMN slice information. 

In this key issue, the following aspects will be studied: 
-
Would security procedures be impacted? If so which security procedures are impacted in support of HPLMN proving a roaming UE with information about prioritization information of the VPLMNs with which the UE may register for the network slice? 

- 
How to secure the procedures impacted. 
-
If the serving network do not offer the network slice related to the service/application that need to be activated for the UE, how does the UE securely report to the HPLMN. If the HPLMN relies on VPLMN for such reporting, hiding of such information by the VPLMN can lead to serious service impact for the UEs. Even if the VPLMN does a reporting, it is very essential that the respective UE being the subscriber need to securely notify to the HPLMN to prevent service failures.
4.1.2
Security threats
The HPLMN will not be able to provision the UE with prioritized VPLMN information if the serving network hides the information about rejected services or if services could not be offered by the VPLMN, which can further lead to service failure.
4.1.3
Potential security requirements

The UE shall securely report to the HPLMN if a requested network slice is rejected by the VPLMN.

The HPLMN shall securely provide the prioritized VPLMN information to the UE.
*****End of Change 1*****
